ITPABUJIA

3a 0€30MaCHOCT HA 1elaTa U yYeHUIIUTe B
KOMIIIOTHLPHATA MpPekKa B 1eTCKATA IPAJAUHA, YYMJIHILETO U B HHTEPHET

Te3u npaBuJia ca pa3padorenu ot Jbp:xaBHaTa areHIUs 3a 3AKPUJIA HA 1€TETO, B
napTabopcTtBo ¢ ['s1aBHa jupexums ,bopda ¢ opraHusupaHara npecTbIHOCT”,
HaunmonaseH meHTbp 3a 0Oe3omaceH MHTepPHeT, MHUHHUCTEPCTBO HAa 00pPAa30BAHUETO M
HaykaTa, Pernonajino ynpap/jieHue Ha o0pa3oBanueTo — Codus-rpaja, pbKOBOJAUTEIN HA
oOpa3oBaTejiHU MHCTUTYHUH OT Cbl03a HA padoToAaTeIUTE B CHCTEMATa HA HAPOJAHATA
npocsera B bbarapus, CapyxeHnero Ha TUPEKTOPUTE B CPeAHOTO o0pa3oBaHue Ha P
bbarapus.

LenuTe Ha mpaBuiaTa ca aa ce:

° rapasHTupa NpaBoOTO HA /1eTeTO/y4eHHIUTe Ha [0CThI A0 MOAXOASAIIA
uHopManus 1 MaTepuaId B MpeKaTa;

° OCHIIECTBH NMpPEBEHIUS U CHHTE3UPA HA eAHO MACTO MHopMamusATa 3a
ONACHOCTHTE B MHTEPHET;

° NMPeI0CTABAT KOHKPETHH HACOKH 3a 3aKpHJa Ha JeTeTo M 0e30macHo
NoBe/leHNe B KOMINIOTHPHATA MPe:Ka B 1€TCKATA I'PAJIMHA U B yYWJIHIIE U B MHTEPHET;

° nogo0py KOOPAUHAIMATA U OTTOBOPHOCTHTE HA YYACTHUIUTE W/WIH

BCHYKH 3AaUHTEPECOBAHU CTPAHHU.

Ceriacio un. 18, 1. 1 u 2 or KouBenuusra Ha OOH 3a mpaBara Ha nererto,
POJUTENNTE MMaT ITbPBOCTENIEHHA OTTOBOPHOCT 3a OCHIypsiBaHE BHUCIIUTE WHTEPECH Ha
JeTeTo J1a OBIaT MBPBOCTENIEHHO ChoOpaxkeHne. Poaurenute wm, criopes ciaydas, 3aKOHHUTE
HAaCTOMHMIIM, TOMEYUTENN WM JPYrd JUIA, MPU KOUTO JETeTO € HAcCTaHEHO, HOCHT
OTTOBOPHOCT 3a OTIVISKJAHETO U PA3BUTHETO Ha JETETO.

JbpxaBata, upe3 HEHHUTE OpraHu, TpsOBa Aa MpeanpueMe NoIXOASIIM CTHIKY, 32 1a
MOAKPCIN POAUTECIUTE IIPHU USIMBJIHCHUCTO HAa TCXHUTC OTTOBOPHOCTH. AKo HsIKOU poaAUTEIN
HE MOTraT WMJM ce 3aTpyJIHSBaT, TO B TE€3HM CIIydal CE€ HaMECBAaT OTTOBOPHHUTE JbP)KaBHU
WHCTUTYLIMHU, 32 Ja OCHTYpST CIIa3BaHETO Ha IpaBaTa Ha JETETO W 3aJ0BOJSIBAHETO Ha
HErOBUTE HYXJIU. 3aJbJDKEHHE Ha Jbp)kaBaTa € OCUTYpsBaHE Pa3BUTHETO HAa MHCTUTYIHMH,
3aBeJIeHHs W YyCciayrn. B Tasm Bpb3ka posAta Ha o0O0pa3oBaTEIHUTE HWHCTUTYIIUH €
M3KIIIOYMTETHO BayKHA U KJII04OBa. Te MoraT ja JonpuHecaT 3a 00yuyeHHEeTO M MpeBeHLUsATa
Ha PHCKOBETE HE caMo Ha JleraTta, HO ¥ Ha POJUTEINTE, KaTo 10 TO3M HA4YWH MOTaT Jla UMaT
JIBOMHA IMOJI3a 3a Jenara. B Ta3u mocoka HaCTOALIMTE MpaBWIIa, JaBaT OCHOBHM MO3HAHUS 3a
OINIACHOCTHUTE, KOMTO KpHE€ BUPTYaITHOTO MPOCTPAHCTBO C II€J OCHUTYpSBAHE 3aKpuiaTa Ha
JIETEeTO OT BPEIHH 3a HEero MH(opMaIus, MaTepuaaid 1 KOHTAKTH.

OcHOBHHUTE NMPUHIUNHU 32 padoTa B KOMOIOThpPHAaTa Mpexa B JETCKa TpaJuHa U
YYHJIAIIE U B UHTEPHET ca:

1. PaBeH nocThIl Ha BCHUKH Jela U YUCHUIIH;

2. 3ammra Ha Jenata W YYCHHIUTE OT BPEIHO WM HE3aKOHHO ChIbpXKaHUEC U
uHdopmanus KaTo: caMOHapaHsSBaHE, TBPIOBHS C HAPKOTHUIM, XasaprT,
MpomaranjupaHe Ha BpPEJHU W OMACHU HABHIM M JCHCTBUS KaTO aHOPEKCHUS,
Oynumusi, mopHorpadusi, TOJEpUpaHEe HA paznTuyHu (HOpMH Ha HACUIIHE,
MPOTOBSZIBAHE HAa TEPOPU3BM, ETHHYECKA W PEIUTHO3HAa HETOJIEPAHTHOCT.
caMoyOHiCTBO | Ip.;
3aunTaHe U 3alIMTa Ha TUYHATA HETIPUKOCHOBEHOCT;

[ToaroroBka W KOHTPOJ HA Jerara U yYEHUIUTE 3a OE30MacHO M OTTOBOPHO
HOBEICHNUE OHJIANH,

How




5. ChTpynHHUYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JeTCKara
rpaJiiHa/yIUIHIIETO U POAUTEIINTE/HACTOMHUIIUTE.

KomnorbpHara Mpexa B JeTCKa TIpaJdHa M YYWIMIIE CE H3M0J3Ba B
HeJarorn4eckuTe CUTyalluu U ydeOHM JacoBe caMo 3a oOpasoBarenHu Iend. L{siara Mpexa
o0XxBalla KOMIIIOTPUTE, CBBP3aHH C KAaOCTHU W/WIM O€3KUYHH BPB3KH, CUTYHPAaHH B
KOMITIOTBPHUTC Ka6I/IHeTI/I, O60py,Z[BaHI/I KJIaCHU CTanu U aIMUHUCTPATHUBHUTC IMMOMCHICHUA Ha
oOpa3oBaresiHaTa WHCTHTYIHS, KaKTO U yCTpoiicTBaTa (IEpCOHATHH CMapT(OHH, JIANTOMH U
TabneT) ¢ 6e3KMUEH JOCTHII JO UHTEPHET.

JlenaTa u y4eHUIIUTE UMAT TIPABO Ha:

1. PaBeH nmocthn 0 Mpexara Ha oOpa3oBaTelHAaTa WHCTHTYLHUS, C U3KIIOYCHUE HA
KOMITIOTPUTE B 3 IMUHUCTPATUBHUTE IIOMEIICHHUS.

2. PabGota c¢ ycrpoiicTBaTa (KOMIIIOTpH, JANTONKW M Ta0leTH) B MpexaTra ¢
MOJIKperaTa Ha IMeJarorudecky CreHainucT.

3. OOydeHue 3a 6€30MaCHO U OTTOBOPHO MOBEJICHHE B MpEXaTa Ha o0pa3oBaTeliHaTa

WHCTUTYIUS U B MHTCPHET.

WNudopmanus 3a npaBuiara 3a paboTa B Mpexara.

Curypna nudpoBa cpea B IeTCKaTa rpaJiiHa U YYWIHIIETO.

6. Ilom3BaHe Ha MOOWMJIHHMTE CH YCTPOWCTBA M3BBH yueOHHs Tporec (MOYUBKATA U
MEXIy4acusaTa), a NUpPH H3PUYHO YyKa3aHWE HA YUUTET — H B Yy4COHHS
Yac/mearornueckaTa CUTyalus 3a eIuTe Ha y4eOHuUs TpoIiec.

oA~

BAKHO! IlpaBunara 3a 6e30omacHa paboTa B UHTEPHET, KOUTO JIelaTa U YUYCHHUIIUTE
ca 33JbJDKCHH J]a CIa3BaT, Ce MOCTaBAT Ha BUJIHO MSCTO B oOpa3oBaTenHaTa WHCTUTYLUS,
KaKTO W B KOMITIOTBPHUTE KaOMHETH, TaKa M Ha caiiTa Ha JeTCKaTa TpaJuHa/yIrauniero. B
HAYaloTO Ha YydyeOHaTa TOAWHA 1O TMOAXOASI] HAYWH BCHUYKH Jlella U TEXHHUTE
POIUTEITH/HACTOMHHIIA/TIONICYUTETN CE 3all03HaBaT C TAX. llemarosure TEPHOAHYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTA B HHTEPHET B MOJIXOSAIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBarT )ICHaTa/yLICHI/IHI/ITe H POAUTCIINTEC UM.

Yact |. OTroBopHoCcTH Ha PbKOBOJAUTEINUTE HAa 00pa30BaTeTHUTEe WHCTUTYIUH,
HA Npo(eCHOHATUCTUTE, padoTem ¢ Jena M ¢ HHPOPMALMOHHO-KOMYHHKAIMOHHH
texHoJorun (MKT)

JIupeKTopbT Ha JIeTCKaTa rpaJinHa/yuuiInILeTo:

1. Opranusupa aeifHOCTTa MO U3ITBIHEHUETO Ha TE€3U MPaBUIIA, U OCUTYPSABA JOCTHII
70 KOMITIOThPHATa MpeXka, €PEeKTUBEH U MOCTOSHEH KOHTPOJ, IUIAHMPAHETO Ha
MEpKH IO OpraHu3alysTa 3a Cla3BaHe Ha IMpaBHJaTa 3a paboTara Ha jaeuaTta u
YYCHUIUTE B MpEKaTa W 3allluTa OT BPEIHO WM HE3AKOHHO CBhIAbPKAHHE B
UHTEPHET.

2. OcwurypsiBa TpM TEXHHYECKa BB3MOKHOCT TpoClieAsBaHe Ha Tpaduka,
OCBILIECTBSIBAH Ype3 MpexkaTa Ha 00pa3oBaTeIHaTa MHCTUTYIIHSL.

3. Ilpm koHCTaTMpaHe Ha cCiydan Ha KHOEPTOPMO3, HE3aKOHHO ChIbp)KaHUE H
MOBEJICHHE B Mpexara Ha oOpa3oBaTelHaTa HMHCTUTYIMS W/WIM B HHTEPHET
yBeIOMsIBa He3a0aBHO KOMIMETeHTHUTe opranu — Jupekuus ,,ConmuanHo
noJimoMarase’, mo MecronpeOuBaBane Ha jaereTo U [naBHa aupekuus ,,bopba c
OpraHu3HMpaHaTa MPECTHITHOCT”, CIIENUATTU3UPAHUAIT OTACH ,,KubeprnpecThmHOCT
Ha MBP. B Te3u city4an oka3Ba Hy’»KHOTO CbJEHCTBHE HA KOMIIETEHTHUTE OPTaHU
C el YCTAaHOBSIBAHE HA M3BBPUIMTEINTE MW MpEIlpueMa MEPKUH 3a




MPOTHBOJICHCTBUE U MPEMaxBaHE HAa CHOTBETHOTO ChIAbp)KAHUE OT MpeKara Ha
oOpa3oBaTenHaTa HHCTUTYLUA. MoxXe J1a Moly4aBa U KOHCYJITAHTCKa IOMOIL OT
Hanmonannus nenTsp 3a 6e30maceH HHTEPHET.

4. Opranusupa B Ha4yajoTO Ha BCsAka ydyeOHa roJMHA 3all03HABAHE Ha Jeuara u
YYCHHUILIUTE W POJUTEINTE/HACTOMHHUIIUTE C IMpaBHjara 3a Oe3omacHa paboTa B
Mpexara.

5. OcwurypsiBa OTTOBOPHO JIHIIE (CITY>KUTEJ WM HACT BHHIICH CIICIHAJIKCT), KOCTO Ja
U3IIBJIHABA (YHKLMUTE HA CUCTEMEH aJIMUHUCTPATOP.

YunuTennre, negarorudecKuTe CenuaIuCcTH U PbKOBOIUTEIHUTE 110 HANIPABJIEHHE
HUKT ca qobxHu fa:

1. PazscusBar mpaBunata 3a 0e30MacHO M OTTOBOPHO IOBEJAEHHE MpU padoTa B
Mpexara Ha 00pa3oBaTeIHaTa MHCTUTYIHMS U B HHTEPHET.

2. OcpbliecTBsIBaT MOCTOSHHO HAOMIOIGHNE U KOHTPOJI BHPXY paboTara Ha Jerara u
YUEHHIIMTE B MpeKaTa Ha 00pa3oBaTeHaTa MHCTUTYLIUS B Y4€OHO BpeMe.

3. llpennpuemMar He3abaBHH MEpKU 3a MPEYyCTaHOBSBAaHE Ha JIOCThIIA Ha Jerara u
YUEHHULUTE /10 HE3aKOHHO U BPEIHO ChIBbPKAHUE B MpeKaTa.

4. VYBemomsBaT He3a0aBHO [UPEKTOpa Ha JeTCKaTa TIpaJuHa/yYUIUIIETO TMpU
HapymiaBaHe Ha MpaBHJIaTa, Clydad Ha KMOEPTOPMO3 WIIM NPU YCTAaHOBSBAHE Ha
HE3aKOHHO U BPEJHO ChAbPKaHUE WM MTOBEICHUE B MpexaTa.

5. OkaszBar mojkperna Ha JAela W YYCHUIM — OOEKT Ha KuOepTOpMO3, upes
II'bpPBOHAYANIHA [ICUXOJIOTHYECKa IMOJAKpena OT YYHIUIIHHUS [ICUXOJOr, dYpe3
pasroBop OT CTpaHa Ha IeJaror B JIeTCKaTa IpajuHa 3a CHM)KaBaHE Ha
HAMpPEKEHUETO y JETETO.

6. Curnammsupar npu HeoOxomumocT [lupeknus ,,ConmanHo moamoMarane™ Io
MECTO’KMBEEHE Ha JIeTeTO/yueHHKa C IIeJl OLIeHsIBaHE Ha HY)XJaTa OT HacO4BaHE
KbM COILIMAJIHU YCIIYTH 3@ OKa3BaHE Ha MOCJIe/Ballla MMOAKpETIa.

CucteMHMAT aAMMHUCTPATOP (CIYXHUTEN B 00pa3oBaTesIHaTa MHCTUTYLMS W HAET
BBHILIEH CIIELUAIIUCT):

1. OcurypsBa obmara 6e30macHOCT 1 GYHKIIMOHATHOCT Ha MpexaTa.

2. Ilpemara u npuiara MEpKH, OrpaHMYaBallly JOCTHIIA HA JlelaTa U yYCHULUTE 10
BPEIIHO WJIM HE3aKOHHO ChIbpIKAHUE W MOBEJCHHE B HHTEPHET B CHOTBETCTBHUE C
JIeMCTBAIOTO 3aKOHOAATENICTBO Ha PenyOinka bearapus.

3. U3BbppmBa nmepuonuyveH mperies Ha KOMITIOThPHATa Mpeka Ha oOpa3oBaTeiHara
MHCTUTYLUS 32 HAJM4YME HAa BB3MOXHM 3aIUIaXM U PUCKOBE 32 CHUTYpHOCTTa Ha
JieriaTa 1 y9eHHUIIUTE TIPH paboTa B MHTEPHET.

4. Cnenu Tpaduka, OChILIECTBIBAH Ype3 KOMITIOThpHATa Mpeka Ha oOpazoBaTeaHaTa
WHCTHTYIIHSI.

5. Ilpennpuema He3a0aBHM MEpKU 3a MPEYCTAHOBSIBAaHE HAa JOCTBIIA Ha Jenara U
YUEHHIINTE JI0 HE3aKOHHO U BPEIHO ChIbP)KaHUE B MpekKara.

6. VYBemomsBa He3a0aBHO ITUPEKTOpA HA JAETCKaTa IpaJMHa/yYWIUIIETO MPU CIydau
Ha KuOepropMo3, HapyllaBaHe Ha TpaBWIaTa WM TpPH YCTAHOBSIBAaHE Ha
HE3aKOHHO ChAbP)KaHUE UJIH MTOBEJICHHE B MpeXara.

7. CwppeiicTBa 3a yCTaHOBSIBAHE HA U3BBPIIMTEIHN Ha KHOEPTOPMO3 M TIpUIIara MEpPKH
3a OrpaHUYaBaHE Ha TaKUBa CIy4au.

Yacr |1. IIpaBa 1 0TrOBOPHOCTH HA POIUTEIHTE"

! Or CTpaHa Ha 06pa3OBaTeHHaTa HWHCTUTYL U CJICBa Ja 6’I)ﬂaT npeanpueTu H€06XOHI/IMI/ITC HeﬁCTBHﬂ POAUTEIINUTE
Ja 6LHaT 3allO3HATU € TCXHUTC IIpaBa U OTTOBOPHOCTU U C HpaBUJiaTa 3a Oe3omacHa pa60Ta B MHTCPHCT, KOUTO
JAcnara U yYCHUIUTE Ca 3aIbJKCHHU Aa Clla3BaT



Poauresure nmar npaso aa:

1.

2.

HonyanaT I/IH(bOpMaI_II/Iﬂ 3a PHCKOBETC H 3allUIaXHUTC 3a 6630HaCHOCTTa Ha
TCXHUTEC OcHa HpI/I pa60Ta B I/IHTepHeT B ACTCKAaTa FpaHI/IHa/y‘II/IJII/IH_IeTO 1 BKBIIH.
bbnar cBoeBpeMeHHO MH(DOpPMUpPaAHHU, aKO ACTETO UM € OOCKT Ha KMOepTOpMO3 B
JeTcKara rpa):[HHa/ YUYHUIHUIICTO.

VY4yacTBar CHBMECTHO C PBKOBOACTBOTO Ha 06p330BaTeJ'IHaTa HHCTUTYLHUA IIpH
paspfiiaBaHC Ha BCCKH KOHKPCTCH Hp06JIeM, CBbp3aH C HapylmaBaHC Ha
IIpaBujiaTa OT CTpaHa Ha TEXHUTE AC1A.

YyacTBaTr CbC CBOU OpCAJIOKCHUS B ONPCACIIAHCTO HA IIpaBUJIaTa U MCPKUTC 3a
6630HaCHO H3II0JI3BAHC HA MHTCPHET B ACTCKAaTa Fpa,Z[I/IHa/ YYUIIHUIIETO.

[Tonmydar wapOpMaIus 3a WHOOPMAMOHHO-CUTHATIM3AIMOHHN TUIAT(HOPMH KaTO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PO)II/ITC.TII/ITe HOCST OTTOBOPHOCT Ja.

1.

2.

[ToMoOrHat Ha JETETO CH Jia M3TPajd yMEHHs 3a OHJIaiH OOIIyBaHe M 0E30IMacHO
M3I0JI3BaHE Ha HHTEPHET.

OchlecTBSABAT MOCTOSTHEH KOHTPOJI 32 CHTYPHOCTTA Ha JICTETO CH B MHTEPHET.
[TposiBsiBaT MHTEpEC KbM aKTHMBHOCTTA HA JECTETO CH B MpE)KaTa, BKIIOYUTEIHO U
Ch3/1aBaHETO Ha MPO(QWIM B COLMAIHH MPEXH U PETHUCTPAIlMA B CAaWTOBE M
MOOHWJIHU TPHIIOKEHHS, KaKTO M Jia Pa3sCHAT IMOCICACTBUATA OT Cbh3/1aBaHETO
U/WIK Pa3POCTPaHECHUETO HA ONPEAEICHO ChIbpIKaHUE.,

[Tpu ycraHOBsIBaHE, Ye IETETO UM € JKEPTBA Ha KMOSPTOPMO3, /1a CUTHAIM3UPAT Ha
otaen ,. KubepnpecrsnHoct” kpM ['nmaBHa mupekuus ,,bopba ¢ opranumsmpanara
npectbrroct”  (http://www.cybercrime.bg/bg), wmu IlenTthpa 3a 0Oe3omaceH
unrepuet (https://www.safenet.bg/), kakTo u Morat ga MOTBPCAT ChACHCTBHE OT
Hupexnus ,,ColMaiHO TOAMOMAaraHe MO0 MECTOXKMBEEHE Ha JETeTO C IIe
OKa3BaHE Ha TCHXOJIOTMYECKa IMOJKperna Ha jaereto. B To3u ciydail TpsOBa na
YBGIIOMSITZ U IUPEKTOpa Ha 00pa3oBaTeIHATA HHCTHTYIIHS.

ChxpaHsiBaT 3IpaBeTO Ha JETETO, KaTO MPOCICIIBAT BPEMETO 3a M3IMOJI3BaHE Ha
HHTEPHET.

VYBenoMaT IUpeKkTopa Ha o0pa3oBaTelHATa HWHCTUTYIUS, KOraTo MM CTaHe
M3BECTHO, Y€ JETETO UM € 00EKT Ha TOPMO3 OT APYro JAeTe, C KOETO € B €IHO U
CBIIO YYHIIUIIIE.

Yacr Ill. O6mm npaBuia 3a (e3omacHo oOuUIyBaHe B HMHTEPHET 3a jaelara W
yyeHUunuTe (A1aNTHPAHM 32 TAX)

Karo gere m yuyeHWK CbM JIBKEH Jla CHa3BaM CIEIHUTE TMpaBuia. AKO ce
3aTpyJHSABAM B TAXHOTO pa3OupaHe, MOTa Ja IMoJTyda MoJAKpera OT POIUTEIT WK OT YIUTE, 3a
1a M OBJaT OOSICHEHU:

1.

He nmaBam nmuna wHpOpMamms: uWMe, aapec, mapoja OT EJIEKTPOHHA IIOlIa,
npodhun B comMaTHA MpEKa, audeH TenedoHEH HOMep, JIeTcKaTa
rpaJvHa/yIUIHIIETO, B KOETO yda.

He maBam undopmarus 3a mecropaboTara WM JUYEH U CiyxkeOeH TenedoHeH
HOMEP Ha POIUTENHNTE, HACTOWHUIINTE, OMU3KUTE, MPUITEINUTE, ChYUYCHHUIIUTE U
MO3HATUTE CU 0€3 TSIXHO pa3pelieHue.

He u3mpamnam u He kauBaM OHJIAH CBOM CHHMKH, 0€3 TIPeId TOBa J1a € 00CHIEHO
" B3€TO pemeHHe C pO,ZLI/ITeHI/ITe MHU.

2 YBGHOMHBE[HGTO MOXKC 1a 6”[)[[6 B YCTHA WJIM MMCMECHA q)opMa, KaTo 3a NpCANOYUTAHEC € [TMCMCHATa TaKaBa.
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10.

11.

12.

13.

14.

15.

He usnpamam u He KauyBaM OHJIAMH CHUMKHU Ha MPHUITEIH, ChYUYCHHIIH, POJHHUHHU,
YUUTENU, ONU3KU, TIO3HATH W Jp., 03 Mpeaud ToBa Ja € OOCBHACHO C TsIX, a B
CIIy9auTe, KOraro ce Kacae 3a MOMW MPHSTENH, ChYYCHHUIIU, J]a € ChIIIACYBAaHO OT
TSAXHA CTpaHa U C POJUTEITUTE UM.

He otroBapsm u He oTBapsM mpukaueHH (HaillioBe Ha EJIEKTPOHHA IIOIIa,
MoJlydeHa OT Hemo3HaT mojatel. Ts MoXe Ja ChAbpKa BUPYC HIM JApyra
3II0BpEHA MTPOrpamMa, KOSATO Ja YBpeAr KOMIIOThpa/TenedoHa/Tabiera uiu aa ro
HAIpPaBH YS3BHM 32 BHHIICH JJOCTBII.

[Ile ce mochBETBAM C POIUTEIUTE CU/YUUTEN, TIPS Aa CBAIS WM WHCTAIAPAM
HOBa MPOTpaMa/TIPHIIOKEHHE Ha KOMITIOTHD, Tee(OH, Ta0IeT, KaKTO ¥ HE MpaBs
HUIIO, KOETO MOXE Ja YBpPEAW KOMIIOThpPa WU 4pe3 JaJeHO JICHCTBUE Ja Ce
PasKpHIT JaHHU 332 MEH U CEMEHCTBOTO MH.

Hemara, kouto mpaBsi B MHTEpHET, HE TpsOBa Ja BPEIAT HA JAPYTH XOpa WU Ja
POTHUBOPEYAT Ha YCTAHOBCHUTE MPaBMiIa (YacT OT TAX Ca YPEACHU B 3aKOHH).
N3BecTHO MU e, 4e € 3a0paHEHO Ja Ce W3IMOJI3Ba YYXKJIO MOTPEOUTEIICKO HME,
napoJia ¥ eJIeKTPOHHA TIOIIA.

He numa u He KauBaM HUIIO, KOETO MOXKE Ja € OOUHO WIJIM YHU3UTEITHO 32 MCH
WK 32 JIPYTH XOpa.

HezabaBHo  wHpOpMUpaM  BB3pacTeH  (pOAWTEN,  YUUTEN,  JTUPEKTOP,
MeIarOTHYECKH ChBETHUK), KOTATO TOMaHa Ha MaTepHalld, KOUTO Me Kapar Ja ce
9yBCTBaM HEYAOOHO WJIM HAa MaTepHalld C BPEIHO WM HE3aKOHHO ChIbpXKaHHE,
KOETO MOXe J1a ObJe MOopHOrpadusi, MPONOBSIBAHE HA HACHIIME M TEPOPH3BM,
STHUYECKA U PEeITUTHO3HA HETOJICPAHTHOCT, THPTOBHUS C HAPKOTHUIIH, Xa3apT U Jp.
He otroBapsiM Ha chOOIICHHS, KOUTO ca OOMJIHH, 3aIUIANIUTEIHH, HEMPUINIHA
WM M€ Kapar Ja ce 4yBcTBaM HeynoOHo. MHopMupam poauTenuTe CU/KIIacHUS
PBHKOBOJIUTEN, yUYUTEN, JAUPEKTOp, TMEAarorM4eckKd CHBETHHK 3a TaKWBa
CHOOIICHUSI.

Axo HsKOW Me 0OWXKJIla WJIM TOPMO3U OHJIAMH, He oTroBapsiM. JlokiaaBaM ro Ha
OTrOBOPEH BB3PACTEH (POIUTEN, YUUTEIN, TUPEKTOP, MEIarorn4ecKr ChBETHHK).
Mora u caM Ja JIOKJIagBaM, Karo TOJaM CHTHAJ Ha caMHs CaWT WIM Ha
nocoyeHure anpecu: www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro Omnokupam. lobpe e na
HampaBs BeJHAra ¢KpaHHA CHUMKA (CKPUHHIIOT) HAa CHOTBETHHUS PA3TOBOP HIIH
ChIIbP)KaHUE KAaTO EJIeKTPOHHO JI0Ka3aTeJCTBO, KOETO MpelaBaM Ha OTIOBOPEH
Bb3pacTeH (POAMTEN, YUUTEN, TUPEKTOP, MeJArOTHUECKH ChBETHHK).

Buumagam, koraro pasrosapsim B yaT. [TomHs npaBmiio Nel: ye xopara OHJIaiH He
BHHAard ca TE3W, 3a KOUTO C€ MPEJCTaBAT W MOraT Jia TBPCAT OIpeaecHa
nH(pOpMAaIIK, ¢ KOSATO J1a 3I0YNOTPEOsIT ¢ MEH WU ¢ Apyrute xopa. [IpaBumo No2
€ Ue He TpaBs HAIIO Ha JPYT YOBEK B MPEKaTa, KOETO HE MCKaM JIa MU Ce CIIYYH U
Ha MEH.

AKoO ce ciydd J1a ornajHa Ha WH(opMalus Wik Ipyro chabpkaHue B Mpexara,
KOETO HE MM XapecBa WJIM M€ IUIAIIM N0 HIKaKbhB HAYMH, MOTa JIa TI0JaM CHTHAJI
Ha JIeHOHoIIHATa U Oe3raTHa Hanmonannara tenedonna muHus 3a nena 116 111,
Ha otnen ,,KuGepnpecrbrnuoct™ Ha ['JIBOIT (http://www.cybercrime.bg/bg), na
Ilentspa 3a Oe3omaceH WHTEPHET Ha aapec: Www.safenet.bg, wnm Ha TexHuUs
tenedon 124 123, unu npe3 yat-moayia Ha WwWw.safenet.bg .

He TpsibBa na mpuemam cpenmy ¢ JIMIa, ¢ KOUTO ChbM C€ 3all03Hajl/a B UHTEPHET,
OCBEH CIie/l ChIVIACHETO Ha ponuTenutre Mu. [lomHsS, ye XopaTa, ¢ KOUTO ce
3aro3HaBaM OHJIAWH, HE BUHATU Ca TE3W, 33 KOWTO ce MpeiacTaBsAT. OmuTBaM ce
BHHATrW J]a TIPOBEPsiBaM Jlall YOBEKHT OTCpEIla HAaUCTHHA € TO3H, 32 KOTOTO Ce
MPEJCTaBs 4pe3 MPOBEpKa MO0 WME, WMEHI, CHUMKAa W KOHTPOJIGH BBIIPOC, HA
KOWTO OuM TpsOBanO 1a 3HAae OTrOBOpa, ako € HaWcThHa To3u. [Ipu chMHEHHE
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MOX€E Ja TMOoJaM CUTHAJl WM Jla MOThpCcs ChBET mpe3 caiita Ha Llentspa 3a
Oe3omacen uHTepHET WWW.Safenet.ba.

N3non3Bam HacTpoiikuTe 3a 0€30MacHOCT W 3alIUTara Ha JIMYHUTE JaHHU Ha
COLIMAJTHUTE MPEKU, MOOMITHUTE MIPUIIOKEHUS U Opay3bpuTe.

N3non3eam ¢yHkuusara 3a OGezonmacHo cwhpdupane. He mocemaBam caiiToBe B
MHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETIOAXOAAIIO 3a JETCKA ay JUTOPHSI.
W3non3BaM TpydaHHW (IBJITH, C TJIaBHU W MalKd OYKBH, IUGPH U CICHUATHH
3HAIIM) ¥ PA3IUYHU 32 BCEKH CalT MapOJIu.

W3non3BaM aHTHBHpYCHa Iporpama, KOSTO ClIeBa PEAOBHO Jie¢ ce OOHOBSBA.
3aelHO ¢ OTTOBOPHUTE BB3PACTHU (POAMTEN, YUHUTE, TUPEKTOP), MOAIBbpPIKAM
MIOCJICAHUTE aKTyaJIM3UpaHU BEPCUU HA BCUUKH NIPOTPaMU U MIPUIIOKEHUS.

AKO 1on3BaM 00IIM KOMIIOTPU, BUHATH MIPOBEPSIBaM Jalld CbM H3JIA3BI/U3IA3IA
oT mpoduiia cH, ciel KaTo CBBPIIM yaca. B ciyuwaii, 4e Hameps yCTpOWCTBO, Ha
KOETO IPYT YUCHUK € padoTHiI, HO HE € 3aTBOPHII Tpoduia cu, BeaHara mie u3Jssa
0e3 1a mperiexaaM, MPOMEHsIM 1l 100aBsM nHpopMaius B npoduia my.

CXEMA 3A YBEJIOMABAHE B CJIYYAW HA KHBEPTOPMO3

o O
Tlere Popuren,
~___— HaCTONHUK,
MOTIEYUTEN, JPYT
noJiarai TpuxH
Cucremen 33 JIeTeTo
aIMUHUCTPATOP
(cmyxuTen unm
BBHIICH Yuuren,
CTIEIIHAIIHCT) BB3MHTATEN,
d PBKOBOIUTET
Hanpasnenue UKT,
TUPEKTOP,
MeJarornYecKu
v
v
Jupekrop / \ Jupexuns
Hanuonanna Tein. nuHus 3a ,,COLIaTHO

nena 116 111 4 noxarnomMarane”

www.cybercrime.bg
www.safenet.bg
ten. Ha LleHTsp 3a 6e3omacen
K uHTepHet 124 123
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KPATBK PEYHUK U JOII'BJIHUTEJIHU CbBETU:

KAYBAHE U CIIOAEJISIHE HA CHUMKMWM — CHuMKH WM BUJCO Ha JeTe,
YYCHHUK, POJUTEN, YUYWUTEN, JUPEKTOp, ICHUXOJIOT, PECYpCEH YYHUTEN, OJU3KH, HPHITEIIH,
MO3HATH WM HETMO3HATH JIMIA ca MyOJMYHO AOCTBHITHH H300paKCHHS B WHTEPHET, KOUTO
MOraT Jla ca KauyeHH OT POIUTEIUTE WU APYTHM UYICHOBE Ha CEMEHCTBOTO, IPHUSATEIH,
ChY4YCHHIIH U Ap. Te3u, KOUTO ca TU CHOJCIIIN/KAYWIA B MHTEPHET, MOXKE J1a UMAT H3ISUI0
no0pu HamepeHus: KbM Hero/Hesl. Ho TakoBa chabpikaHHe MOXKE J1a HAaKbpHSBA JIUYHOCTTA U
JIOCTOMHCTBOTO Ha JMLETO. [IpernopbunuTenHO € M0 HUKAKbB MOBO/J 1a HE C€ KayBaT CHUMKH
Ha JIeTe, 3a KOUTO MMa M Hal-MaJKOTO CbMHEHHE, Y€ MOTraT Jla My HaBpeIaT U 0e3 HEroBO
cbraacue. Cro/ieNisiHeTO Ha CHUMKH € YECTO CPEILAHO SIBJICHUE B COIMATTHUTE MPEXKH, 3aTOBA
OCHOBHa TIPENOpbKa € MOJOOHM CHUMKH Jia C€ CIOACIAT CaMO C XOpara OT CIIHCBhKa C
MPUSATEIN Ha YOBEKA, KOWTO MCKA J]a KAyl CHUMKATa, U Ollle Mo-A00pe — caMo C rpyrara Ha
Hal-O0JIM3KK MPUATEIN OT PEaTHHs XKMBOT. BaxkHO €, koraTto ce CHUMa chC cMapTdoOH, /1a ce
YBEpHTE, Y€ CHUMKUTE HE C¢ KauyBaT aBTOMATUYHO B MPOQWIA HA POJIUTENS WIH JCTETO B
caiitoBe karo MHcrarpam Hanpumep. B nmpoduauTe cu B coOlMaIHUTE MPEXHU TPsOBa Ja CTe
CUTYpPHHU, Y€ CT€ HACTPOWJIHU JOCThIIA JO CHUMKHUTE CH Taka, 4€ Ja C€ BIXKIAT camMoO OT
npustenute Bu. CbhIIOTO ce OoTHAcs U 3a HACTPOUWKHUTE Ha OOJNAYHM YCIYTH, B KOUTO C€
ChIbPKAT CHUMKHU ¥ HH(pOpMAIIHSL.

OHJIAMH (KUBEP)TOPMO3bT mupesacTaBissa H3ION3BAHETO HA MHTEPHET 3a
HaHacsHE Ha €MOLMOHAIHA Bpela BBPXY JIpYyru xopa. TopMO3bT B MHTEPHET MOXE Ja UMa
pazmuuan ¢opmu. Toll Moke a MHHaBa Npe3 pasnpoCTpaHsIBaHE Ha IMOIUTPABATECIHH U
OOM/IHU CHUMKHM U BUJICOKJIMIIOBE B CAliTOBE 3a CIIOJIENIIHE Ha BUJICOChABPKaHUE kKaTo Vbox7
u YouTube, ch3naBane Ha ¢anmuBu Npoduid ¢ OOMAHO CHhAbPKAHUE B COLUATHU MPEXKU
karo Ask.fm, ®elicOyk u MHcTarpam, KakTo U B ChbOOILIEHUS M M300pa’keHUs B TPUIIOKEHUS
3a KomMyHuKauus karo Ckaiin u BaiiObp, mim B M3OpalaHeTo Ha OOMAHM CHOOIICHUS M
KOMEHTapH, B ChIIUTE CAUTOBE U MIATPOPMHU.

KPAJKBATA HA MTPO®WJI (xakHaT npodu) npeacTapisBa MPUCBOSBAHETO HA
qy>KJ TOTPEOUTENICKM TpoiI B coluagHa Mpexka, ruiargopma 3a oOIIyBaHe (HAmpumep
DelicOyK), eneKTpoHHa MoIma uiau apyr caiT. KpaxOaTta cTaBa Bb3MOXKHA upe3 BIM3aHE C
MpaBUJIHATA Tapojia M HEWHara MoJMsSHA C HOBAa WM HEW3BECTHA 3a YOBEKA, Ha KOTOTO
OpUHAAIEXKH TpoduabT. Bb3MokHO € ciex kpaxOata mpoduiabT Aa ce M3mons3Ba 0e3
3HAaHUETO WM CHIIIACHETO HAa IHPBOHAYAIHUS COOCTBEHHK. AKO Ha JIeTE MOJ 3abJDKUTEITHATA
3a MOBEYETO COLIMATHU MPEXHU BB3pacT OoT 13 roauHu (Ta3u BB3pacT € TakaBa, 3alloTo IO-
roJsiMaTa 4acT OT MOIYJISIPHH COIMATHU MPEXXH ca aMEpPUKAHCKH U TpaBUIIaTa 3a MOJI3BaHe ca
CcbOOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) C€ Ch3JaBa COOCTBEH Npoduia BBHB
®eiicOyk, MHOTO € BayKHO IpH M300pa Ha Bb3pacCT Ja ce u3bdepe noxa 18 roauuu, Thil Kato 3a
HEMbJIHOJIETHUTE NOTPEOUTEN UMa BaKHU JIOITBIHUTEIIHU 3aIUTH.

KPA’XKBATA HA JIMUHU JAHHM e BuJI KOMIIIOTBEPHO MPECTBILIEHHUE, IPH KOETO
ce TpUA00MBAT UYKIW JUYHH JaHHH C 1eJ (UHAHCOBa WM3MaMa WIIM 3JI0yNnoTpeda KaTo
TerjeHe oT 0aHKOBa CMETKa, MM KaHJHUJIATCTBAaHE 3a KPEAUT OT 4yXkJ0 ume. Ta3u omacHOCT
10 IPUHIMUII HE 3acsra Mo-MajKHUTe Jiela, KOUTO He MPUTEKaBaT JUYHU TOKYMEHTH, OaHKOBU
cMeTkH wiu kKaptu. Ho npu TuitHexbpute Haa 14-roguinHa BB3pacT TO3UM PHCK CTaBa
aKTyaJeH.

OUIINHI' ATAKUTE ca naii-pa3npoctpanenara ¢opma Ha MHTEpHET M3Mama u
IIAPOKO MU3MOJI3BAH IMOXBAaT OT KOMIIOTBPHHU MNPCCTBIIHUIM 3a II0JIydaBaHC Ha BaXKHa



uHpopmanusa. ToBa mpecTbiyieHne ce Hapuya ,,¢umumHr’ (,,phishing” — "3apubsBane”,
npon3iu3a ot fishing — prG00B), 3aMI0TO €IECKTPOHHUTE CHOOIICHHSI, KOUTO CE pasmpaliar,
ca KaTo ,,BBAMLM’ C OCHOBHA IIeNl MOJyYaTeNIHUTe Jia Ce ,,XBaHAT Ha TAX MOPaTd CBOATA
HEOIMUTHOCT M HEOCBEJAOMEHOCT, Karo WM OTroBopsaT. llpum ¢ummHra wu3MaMHHINTE
pasmpamiar eneKTpOHHA TOoIla, KOSTO MpeTeHAupa, Y€ HABAa OT IMOYTEHA KOMIIAHHUS U Ce
omuTBa Ja yOeau modydarens Ja Jalle BaXKHA JMYHA WK (UHAHCOBA WH(OPMAIIHS.
EnextpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJH Ja C€ M3IPATAT JUYHU JaHHU W JaHHU 3a
0aHKOBa CMETKa B OTIOBOp HJIM Jla CE BHBEAAT Ha yeOCaWT, KbM KOWTO MMa Bpb3Ka. Tesn
JaHHU ca HapuMep NOTPEOUTEICKH UMEHa, TApOJI U HOMEpa Ha KPEAUTHHU KapTH.

SAIUTA HA KOMITIOTBPHUTE MPEKHU OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tpsi6Ba na ce mposiBsBa MHUIIMATHBA 3a MOJy4YaBaHE HA UMEIT MHCMa, UHTEPHET
CTPaHMIIH, KOUTO TIpeaiaraT Oe3IJIaTHU WU IUIATEH! YCIYTH U CTOKH, YECTO MpeJyiaraiy Ja
BU U3NPATAT MPOMOIMH 1o e-mail. OTkaxeTe TakaBa yciyra.

2. meiin anpechT ce crofels camo mpu Hyxma. Koraro ce mpemaBa 1mo eIvuH WIA
Jpyr MOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: IbPBO AAJIA OPraHU3alUsATa WU YOBEKbT,
KOUTO TO MOJy4YaBar, 1€ BU M3MPATH HEXKEJIAH HMMEII; BTOPO, MOXKE JIM Jia CE pa3uuTa, 4e
HUMEIIT aapechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce otBapsaT umeinnre B HexxenaHa mnoina. Hukora He ce oTBapsiiiTe nmpuUKavyeHH
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiad. AKO He ce Mo3HaBa UMETO B moJjieto ,,0T1”, He
OTBapsIiTe MPUKAYCHUS (aii.

4. Axo ce Moiy4d HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpuKayeH (aila OT Mo3HAT
u3mpamay, To OM MOIJI0 Ja ChAbpKa BHUPYC. MHOro 3JIOBpEIHU TIPOrpaMH  Ce
pa3NpoCTpaHsIBaT A0 BCUUKU KOHTAaKTH, KOUTO HAMEPST B MOIIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa CHOOIICHHS Y€CTO UMAT CTpaHHA TeMa WM MMe Ha npukadeHus daiin. Yecto ToBa €
IIETOBUTO CHOOIIEHHE, HAchpyaBallo MOJMydyaTeNdss Ja BHUAUM KapTHHKA WA Ja MpoYeTe
MpUKaueH TeKCTOBU (haiiyi. BuHarm u3uckBaiTe MOTBBPXKIEHHWE OT HW3Mpaliava, Mpeau Ja
OTBOPHUTE CHOOIICHHE WUJIH MPUKadeH (aiisl OT TaKbB BUJI.

5. IlpoBepsiBa ce MBIHOTO MMe Ha MNpuKadeHus (aiin. CKpUTHTE pa3MIUPEHUs OT
uMeTo Ha ¢aima Morar Aa 3a0iayasT Ja OTBOPUTE 3apa3eH MNpukaueH Qailn oT umeina.
Bunaru ce mpoBepsiBa Janu MMEINT NMPUIIOKEHUETO TMOKa3Ba MBJIHOTO MME Ha TMPUKAYCHUS
(aiin, BKIIOYUTEITHO pa3lInpeHneTo. Bupycu u uepBen Morar Jia ce chIbpkKaT BB (aiinose,
KOUTO M3TJIeKIAT KaTO KapTUHKH, HAallpuMep ¢ pasmupenue .jpg. Ho e Bp3MOXkHO g2 mMar
CKPUTO pa3lIMpeHue, KaTo .eXxe WU .vbs KbM HMeTOo Ha (aiima, KOeTo o3HayaBa, de
MpuKadyeHudT ¢aiia He € KapTHHKA, a Tporpama, KOSTO IIe CE€ CTapTHpa, IIOM CE OTBOpHU
npukayeHus ait.

6. BaumaBa ce ¢ QammuBUTe TpEayNpPeKACHUS 3a BUpycH. DanmmuBuTe
IpeaynpexaeHus 3a BUpycH ca u3BecTHHU KaTo "hoaxes". ToBa e (hanmuBo choOIIeHHE, KOETO
MOABEXK /1A MOTPEOUTENNTE Ja BAPBAT, Y€ ca MOJYYIJIM BUPYC M TH HachpyaBa Jia MpEnpaTsT
MpeAYyNpPEeXRACHUETO Ha BCEKU, KOTOTO MO3HaBAaT.

7. He otBapsiiTe uMein, ChIbpKalll HEXeNaHa pekiaama. Toi Moxke na Obiae
M3MOJI3BaH 3a MpeHacsHe Ha BUPYCH u YepBeru. OT choOpakeHUs 3a CUTYPHOCT OU TpsOBaio
Jla U3TPUBATE BCHYKH PEKJIAMHMU CHOOIIEHHUS OT HETMO3HAT M3Mpaiiayd BeaHara, 0e3 na Tu
oTBapsITe.

8. He ce wu3mon3Ba camMo €IHA TMONIEHCKAa KyTHA 3a BCUYKO. CHEIUaiucTUTe 10
KHOEPCHUTYPHOCT MPETMOPHUBAT Ja € OTKPUBAT HAKOJIKO Pa3IMYHU MOIIX U Ja ce Pa3AelisT Mo
MpeAHa3HAYEHNUE.

9. U3bsarBaiiTe ChIO Taka Ja Mpempaniare MucMa MKy HSIKOJIKO BAllli MOMIEHCKU
KYTHUHU.



10. He e mnpemopbuuTeNHO Ja c€ TMpenpamar nucMa 10 HSIKOJIKO 4YOBEKa
enHoBpeMeHHO. OcoOeHO TakvBa, OT TUMA - "MpenpareTe ro 10 7 YOBEKa U Ille BU CE CIy4Yd
Helo xy6aBo" uiaM "moMorHeTe Ha OOJIHOTO MU JE€Te, KaTo MPENpaTUTe TOBA IMCMO Ha MHOTO
X0pa, €I KOM CH 1€ MU JaJe 3a BCEKH 3 uMmeina 5 neHrta, Hanpumep. Te3u mucma ce
pasmpocTpaHsBaT C el ChOMpaHe Ha JCHCTBUTEIIHM HMMEWI aJpecd, Thil Karo INpu
Ipernpariane, KbM IMUCMOTO c€ A00aBAT aBTOMAaTHYHO U a/IpECUTE Ha MPEAHUTE MOTydaTesu.
Cren HSAKOJKO IperpamaHus, B €IHO TaKOBa MUCMO C€ ChOMPAT HAKOJIKO CTOTUIM PEaTHU
MMEIIT aJjpeca, KOUTO CJIe]] TOBAa Ce MPpoaBar Ha GUPMHU 3a CIiaM.

11. Ako Bce mak MCKare J1a MpenpaTUTe HIKaKbB TEKCT MM WH(OPMAIHs, KOSITO CTEe
MOJIYYMJIM, KOTIHpaiiTe TeKCTa U ro U3Iparere Kato HOBO nmucMo. He npemnpainaiite npeaHoTo,
BBIPEKU Y€ € MPUMaMIIMBO MO-JIecHO. Taka 1ie npeamnasure npusTeNuTe Cu OT OBbACI] criam.

12. Axo mopaau HsAKaKBa MPUYMHA TBPKUTE Ja MPENpaTUTE OPUTHHAIHOTO MHUCMO,
cnoxere agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJTy4aTenuTe
HsAMa Ja BUAM aJpecuTe Ha Jpyrute mnoiydarenu. [lpuumHaTta na ro u3moi3Bare He € Ja
CKpHETE MOIY4aTeInTe eIUH OT IpYT, a Jia TU MpeIa3uTe, B Ciydail ye aapecHaTa KHUTa UiIu
€JIEKTPOHHATA TIOIAa Ha HIKOM OT TAX CTaHE JOCTBhIIHA HA CHam-00T (HampuMmep Mopaau
BHPYCHA MHPEKIHS HA KOMITIOTHPA MY ).

13. lleuan6a ot gorapus: He cre creuenmwid. CnaMmbpuTe U3MOI3BAT HAl-PA3IUYHU
NpUMaMIIMBU 3arjiaBUs Ha IHCMara, 3a Jla Hakapar Mojydyarelis Aa T'd OTBOpH. MHOro
MOTPEeOUTENU HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien oTBapsiHETO BeaHara jaa ro
U3TPHUETE, CAMOTO OTBApSHE HAa MHCMOTO OM MOTJIO /1a TIOTBBP/AHU, Y€ aJI[peChT € peajiecH 1 BUE
CT€ I'0 MOJIYYUIIH.

14. OtmucBane OT OOJICTHMH, 3a KOHMTO HE NOMHHTE Ja CTE€ ce¢ 3amucBaiu. Yecrto
CpellaH METOJ, M3MOJ3BaH OT CIaMbpPUTE 33 HAMUPaHE HAa aKTUBHUTE IMOIICHCKU aJpEecH.
Wznpama ce OrJieTuH ¢ JIMHK 3a oTnHcBaHe (yX) OT mosiyuaBaHeTo my. OTHHCBalKu ce,
BCBIIHOCT MOTPEOUTENAT MOTBHPKIaBa, Y€ M3MOJ3Ba MOIIEHCKATa KYTHs, ¢ KOETO BeAHAra
BJIM3a B cnam jucture. Bmecto na ce ornucsate, OJOKUpaiTe MOTy4aBaHETO HA MHUCMa OT
TO3H aJpec.

15. He otBapsiiTe nucMa, kouto ca (pummHr araku. Hail-noOpust HaunH na ce
3alUTUTE OT (PUIIMHT aTaKW € KaTO HUKOTa HE OTBapATe (PUIIHUHT MUCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MucMo € (UIIMHT aTaka. MoxeTe Ja Tu pa3no3HaeTe 1o:

¢ O6prwuienuero e "Dear Customer" unu "Dear User", a e Bamrero ume.

¢ B nucmoro nuie, ye akayHTHT Bu 111e ObJie mpekpaTeH B CiIydaii, 4e He MOTBBPIUTE
JTaHHUTE cu He3abaBHO. /Hackopo cnaMbpuTe M3MOJI3Baxa MoA00eH MOXBaT KOraTo
Ckaiin ce cpuna 3a 1 nmeH. PasmpocTpaHuxa cChOOIIEHHS, Y€ CKAWI Ie YUCTH
HEaKTUBHM AaKayHTH M C€ HCKalle Ja ce paslpaTd choOiieHue Ha moHe 15
noTpeOuTENs, 3a J1a ce JIOKaKe aKTUBHOCT./

e IMeli1bT WIBAa OT aKkayHT, MPWIMYAIl, HO HE €JHAKBB C TO3HM, KOWTO H3MOJI3Ba
u3BecTHa (UpMa, OpraHu3amus W Jp. AKO HE CTe CHTypHH Jall MHCMOTO €
(GUIMHT WM He, Hall-100pe € Ja He OTBapsATe JIMHKOBE, KOUTO ca MyOIMKyBaHU B
HEro, a Jla HAIUIIIeTe Ha pPhKa aapeca Ha cailTa, KOUTO BU € HEOOXOaHM.

¢ AKO CT€ MOJYYHJIM TAaKOBa MHCMO, 3a IPEMOUUTAHE € J1a OJIOKUpaTe aapeca, OT KOHTO
e usnpareno. Korato ro 61okupare, Bue naBate ykasanus Ha MOMICHCKUST KIHEHT,
4ye TOBa € claM U He TpsiOBa j1a ce mpuema. [loseuero morpedbutenu odaue NpocTo
W3TPUBAT ClIaMa U TOU MPOABIKABA J1a U/IBA B KyTHUATA.

Hacrosimmre mpaBuia ca paspa0oreHu ¢ oriex (opMHpaHe HA NOJUTHKH B
AETCKUTEe TPAJMHM M YYWINIIATA, KOWTO [a OPraHM3UpaT H3NOJI3BAHETO Ha
o0pa3oBaTe/IHHSI NMOTEHIHAJ KAKTO HA KOMIIOTHLPHATA Mpeka Ha o0pa3oBaTeHaTa
HHCTUTYIUSI, TAKA U HA I100ajHATA MpeKa, B CbUeTaHHE ChC CHCTeMa OT MEpPKH 3a
CHUTYPHOCT M 0€30I1aCHOCT Ha JenaTa U ydyeHunure. [Ipuiiaranero uM Ha NpaKTHKA LeJIH



NOBHIIABAHETO HA HMH(OPMHPAHOCTTA M JUTMTAJIHATA FPAMOTHOCT HA OOLIHOCTTA OT
3
Aena, poAuTed, yYUTeJIH, IMPEKTOPH U CIY:KHUTeJH.

® [papmmara ca ChrIacyBaHH M pa3paGOTEHH U C YIACTHETO HA EKCIIEPTH OT OTAeH , KIHGepIpecThIHOCT” KbM
I'naBna nupexuns ,.bop6a c opranusupanara npectbitHocT” 1 ¢ LleHThpa 3a 6e30maceH HHTEpHET.



